
You've got mail! 
from: Turla
Countermeasure 2018 | Ottawa

Matthieu Faou| Malware Researcher



Matthieu Faou
Malware Researcher | ESET Montreal

@matthieu_faou
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Agenda

1. Background on Turla

2. Mosquito MitM campaign

3. Outlook Backdoor
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Timeline
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Arsenal

ÅRootkit

ÅMitM

ÅWatering Hole

ÅSeveral advanced 2nd stage backdoors
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Mosquito



Diplomats
in

Eastern Europe/
Central Asia



July 2016



Fake flash installer

Downloaded from 
http ://admdownload.adobe.com *

* We believe Adobe was not compromised



Infection Vector
-

Tracing the infection chain 
(end-point perspective)



http://admdownload.adobe.com/bin[...]

Legitimate Akamai/Adobe 
IP address

Fake Flash 
Installer

Download executable



Something weird is 
happening on the network



Possible interception points



Local MitM & Compromised Gateway

ÅFull control of a *particular* 
ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ traffic

ÅEx:
ÅDNS Changer

ÅSlingshot



WiFiCredentials Export



ISP MitM

ÅCǳƭƭ ŎƻƴǘǊƻƭ ƻŦ ƛǘǎ ŎǳǎǘƻƳŜǊǎΩ 
traffic

ÅCan be targeted

ÅStealthy



Ex: FinFisher

ÅSophisticated Commercial Spyware

ÅFinFlyISP product

ÅMitM campaign discovered by ESET in 2016



FinFisherMitM

ÅMalicious redirect

ÅTrojanizedsoftware (VLC, AvastΣ Χύ

ÅEasy to infect (again and again) particular targets



BGP Hijacking

ÅReroute traffic to an attacker-
controlled server

ÅNoisy / Not Targeted

Å²Ŝ ŘƛŘƴΩǘ ǎŜŜ ƳŀƭƛŎƛƻǳǎ 
announcement for the 
Adobe/Akamiaprefixes



Other possibilities: Man-on-the-Side attack

ÅRace condition

ÅCondition: ability to read the traffic

ÅObjective: Replying to the victim before the 
legitimate server



Other possibilities: Man-on-the-Side attack

ÅHard to beat Akamai

ÅAnd exfiltrateddata would reach Akamai servers

-> Hard and noisy



Other possibilities: Domain Fronting

ÅAdobe uses a CDN: Akamai

ÅLeverage HTTPs to hide the final destination

ÅUse different hostname in DNS, TLS and HTTP



Fifield, David & Lan, Chang & Hynes, Rod & Wegmann, Percy & Paxson, Vern. (2015). 
Blocking-resistant communication through domain fronting. 
Proceedings on Privacy Enhancing Technologies. 2015. 10.1515/popets-2015-0009. 



Other possibilities: Domain Fronting

ÅFake flash is downloaded through HTTP

ÅNot possible to hide the destination



Other possibilities

ÅAdobe/Akamai compromised

ÅWe reached them

ÅVery unlikely



And it contacts 
adobe.com again



5ǳǊƛƴƎ ǘƘŜ ƛƴǎǘŀƭƭŀǘƛƻƴΧ

http://get.adobe.com/stats/AbfFcBebD/q=<base64-encoded data>



Information exfiltratedto get.adobe.com over HTTP



Link with OSX/Snake



OSX/Snake




